How Technology
Can Ruin YOUR
Real Estate Business
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http://map.norsecorp.com

Major Companies Recently Hacked
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But the Truth is, they
are not the major
targets of the Hackers









S0 How & Why is
this Happening?



1d Organized Crime - In Person Intimidation & Extortion
which has a high risk of getting caught
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New Organized Crime - Funding & Organizing Cyber
Attacks, Very Low Risk of Getting Caught




Why is this so
Important in
Real Estate?




The REALTORS Code of Ethics
Standard of Practice Article 1-9

The obligation of REALTORS® to preserve confidential
information (as defined by state law) provided by their clients

in the course of any agency relationship or non-agency
relationship recognized by law continues after termination of
agency relationships or any non-agency relationships
recognized by law. REALTORS® shall not knowingly, during
or following the termination of professional relationships with
their clients




Cyber attacks are hitting the real estate
industry hard

Small businesses are better targets
to hackers because they don’'t
have the technology to fight...
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To hackers, real estate agents are walking
around with bull’'s-eye on their backs
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Security breach at Keller Williams
compromises associate
information

A third parnty accessed parts of the ccmpany’s system that

contained private information

131 °°

Key Takeaways

« The breach potertially compremised current and ‘ormer assoclates

BE THE PRO
THEY KNOW

with auto =
marketing. Engqe
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3 easy steps to make next
year's taxes stress free

Europe, China still threats to
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E-mail received by REALTOR®
Association threatening a DDOS Attack
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“There are two kinds of companies
in the United States. There are
those who’ve been hacked...

And those who don’t know
they’ve already been hacked”




S0 What are We
Going to
Learn Today?



Is a Pretty Dangerous Place
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cc: CarbonNYC [in SF!] - https://www.flickr.com/photos/15923063@N00
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Bat Security

And Encryption




Hackers

& Identity Theft




THE DEATH PEXNAITY

Legal

National & State Laws NAR Policies
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g Concepts

c: Carbon Arc - https://www.flickr.com/photos/41002268@N0.



-y !
e
1 .

e

~Casing the

Neighboorhood

cc: Marcel Oosterwijk - https://www.flickr.com/photos/9674912@N07



On Weak Link
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How to Avoid Gettmg
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mVlruses & Malware




Computer Virus

A type of malware that, when
executed, replicates by inserting copies
of itself (possibly modified) into

other computer programs, data files, or
the boot sector of the hard drive; when
this replication succeeds, the affected
areas are then said to be "infected"




There are So Many
Types of Viruses &
Malware we are not
going to Learn them




Types of Computer Viruses

® Resident Virus

® Non-Resident Virus
® Macro Virus

® Boot Sector Virus

e Stealth Viruses

® Self Modification




Types of Computer Viruses

® Read Request Intercepts (Code Injection)
® Encrypted Code

® Polymorphic Code
® Metamorphic Code
® Malware




Types of Malware

® Viruses

® Bots

® Ransomware

® Rogue Security Software
® Worms

® Trojan Horses




Types of Malware

® Rootkits

e Keyloggers
® Dialers

® Spyware

® Adware

® BHO’s

® Govware




We are Going to
Learn How to

Avoid Getting
Viruses & Malware



How You Get Viruses/Malware

. Having Average &/or Non-
Comprehensive Anti-Virus Protection

. Outdated (non-patched) programs
. Weak or Repeated Passwords

. Phishing Techniques

. Un-Encrypted Files

. Social Engineering




Ho to Av01d Gettmg V1ruses & Malware
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Yes You Need AntiVirus on All Your Devices
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Avg Pro Avast Kaspersky =~ Malware Bytes
AVG.com  Avast.com Kaspersky.com MalwareBytes.com



http://kaspersky.com/
http://avast.com/
http://avg.com/
http://MalwareBytes.com/

Anti-Virus Software Suite

e FREE No Way!

e Individual Anti-Virus $25/yr (Still Weak)

e Individual Full Protection or  $75-$100/yr (YES!)
Comprehensive End Point Protection

Company Option
Corporate End to End Solution  $500/yr first 10 cpus




Windows Update

[y !/'l Restart your computer to finish installing
" important updates
Windows can't update important files and services while the
system is using them. Make sure to save your files before

restarting.

Restarting in: 14 min, 37 sec

Remind me in: ’10 minutes

’ Restart now H Postpone

Patches & Updates

cc: AJ Batac - https://www.flickr.com/photos/89309115@N00



An Update or Patch is Done
for 1 of 2 Reasons:

1. The program 1s buggy & they had to create
an update to fix and/or make it run smoother

2. There 1s a security breach that 1s being
exploited by hackers and they had to create
a patch to close up that weakness




So what is the Worst Thing You
Can Do for with an Update:

Postpone it!

The hackers realize their window of
opportunity 1s closing fast, so they become
more aggressive when updates are released




Peyta & Wanna Cry were 2 Recent
Widespread Attacks that Capitalized
on Out of Date Software

Your computer has been
encrypted

The hard disks of your computer haye beenchcrypted with an military grade enceyption
algorithm. Its imposs ble to recoveyour, datawithout anvspecial key. Iis page will helo
you with the purchase af this-say and The eornglere deceydtion of yaur campiiter.

© The price.wibhe doubledin

6'71.".;-“'. 13hm,rﬁ 43r-im_.r.=s'. 1059(_?‘.0(1:‘.

(¥ start the decrynacn process




Updating Your
Operating System



Updates on Windows
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Windows 10 Updates Automatically, but if you have an older OS
(Windows 8 or 7) you need to set up Automatic Updates:

1. Control Panel > System & Security > Windows Update

2. Click on Change Settings to set up Automatic Updates




Updates on MAC

Ue 0oa®Nn

AZO Stere...
Recentiterrs »
Force Cuit System Preferences N OXD

Slecp
Restart..
Shut Dewn..

TheApw Sunohoous O3 X ol apan v U Apyp Slun e v v Joie

Automaticaly chock 1r updates
Downdocd nowly aroiloble updotos in the backgroend
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Apple or MAC
computers allow you
to update both the OS
and any Software/
Apps you have
installed 1n the same
location:

1. Apple menu > System Preferences > App Store
2. Select the Automatically Check for Updates
checkboxes




Updating Your
Installed
Software / Apps



Make sure all of your Software
Patches are up to date

Il @ 0] & C] frecupd.frec247upda

Flash Playur is oudated

* Lates! version ol Adobs Flash Plavs: is recui-ad W sncoce 2rdior cecoce (Play) audio fikes in high guality,

Software update
“Adobe Flash Player" is out of date

To continue using “Mdobe F an Flayer',
downlozac an updated varsion.

The problem is sometimes a software update
notification 1s not legit....
It could be a virus that leads to ransomware or worse!




Make sure all of your Software
Patches are up to date

.@(GU'OSU INTERNE! SECURITY

V Everything is good

Browsyer Cloanug

Sunduoy

Another Advantage of getting the Anti-Virus Suite 1s it
will also scan all of your installed software/apps.

So if your anti-virus tells you that something needs to be
updated, you can trust it 1s legit.




Make sure all of your Software
Patches are up to date

A FREE alternative solution
to scan your installed
software/apps for updates
for windows users 1s called

Secunia

(not needed on MAC as
previously shown it monitors this)

Secunia

Free computer security

i.i. iiil.i: QIi .i .
XNuy 3 i s Wpsksliny Irc | S0 LENES L
¢ !



http://secunia.com/vulnerability_scanning/personal/
http://secunia.com/vulnerability_scanning/personal/

cPanel

Password

£l Enter your aeeount password.

Log in Reso! password

Passwords

cc: AJ Batac - https://www.flickr.com/photos/89309115@N00




The #1 Reason for

Security

Breaches are
Passwords




The Password to Every Login/
Account You Have Should Be:

e Unique

e Complex

The problem 1is these days you have so many
logins & Your Brain can’t possibly remember
that many unique & complex passwords.




S0 You Need to Have a
Solution to Help You With This

e Automated
e Or Manual




Option 1
Automated Password

Solution aka a
Password Manager




Automated Password Tool

Will Consolidate
— Existing Logins, then
Create New Tough &
Differing Logins on

LastPass every site you go to

Install on every device you have, they are cloud based so
you will always have access to your passwords to any site &
you won’t have to remember them!




the Browser

ﬂ [astPass in

v N 2

o
o e

Access From:
e Any websites’
login fields

e The Browser
Extension/
Plugin




ﬂ Access from Anywhere or Any Device

LastPass.. Q seasch my vault



http://LastPass.com

Problem is every
password manager

including LastPass
has been hacked!




Option 2
Manual Password
Strategy



Base Psychology Password
Base +  Psychology

Same on Every Site What You Think of/Associate
with Each Site

2 S I # % M - a0l1984 032017

mls




cc: AJ Batac - https://www.flickr.com/photos/89309115@N00



Phishing

A method where a hacker sends you a
deceptive email, text or webpage that tries
to trick you into taking the bait (hence
Fishing) by clicking on a fraudulent link
&/or to provide them private information
about you &/or your account.




Phishing Attacks Prey On You:

eBeing in a Rush

e Not Paying Attention




S0 the Best Thing You Can Do
to Protect Yourself Against
Phishing is:

Slow Down!!!

68



Phishing Technlques

Saciect Voudark s Aversa 2cz<ule Faz seen 2oed! Date: IMZIII T 23 TR Pachk itniedTirs Trom
Evouznddy To 0 VALUSL DUS UMzK Banl;oflmerica‘@'

nline Banking  Gram mar srors

Your B&nk of America
accounts has|been locked!

slessione lI rl 4“\

-y
Phishing link: Hovering cver the link revecls o forsign and s iciou

Look for Anything Out of the Ordinary such as:
-Mismatching Header Info

(ex. from: mike @microsoft.com but not really from microsoft)
- Poor spelling or grammar

- Odd urls/links (ex. banko.famerica.com)



mailto:mike@microsoft.com
http://banko.famerica.com

So the Best Thing You Can Do
to Protect Yourself Against
Phishing is:

Don’t Click on Anything,
Go Directly to Site in
Your Web Browser!!!
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Phishing Technlques
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a W e Ma C et i 1k
ACCIUM COMPIonsod, - S 2 * Moy .
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elteieret

Look for Anything Out of the Ordlnary such as:

- Poor spelling or grammar
- Odd urls/links
- Design a bit off

- Asking for more personal info than usual/ever before




Phishing & Wire
Transfer Fraud:

Is Rampant in the
Real Estate Industry



How Wire Transfer Fraud Works:

e Hackers Monitor Email Accounts for a
Period of Time to Learn the Identity of
Each Party in the Transaction

e Implicate You and Your Listing in the
scam to Trick the Buyer to execute a wire
transfer to an offshore account

e Not covered by EO Insurance




How to Combat Wire Transfer Fraud:

e Educate Your Customers
o [demnify Yourself

e Only Work with Vendors that have
sate practices (1€ no wire transfer)

e Introduce Your Buyer to the Title/
Attorney earlier in the Process




Data Security or
Cyber Insurance?

General Liability or EO Insurance
Won’t Cover any aspect of cyber crimes
such as hacking, wire transfer fraud, etc.

Cyber Insurance can be obtained for
under $1K per year and should be
considered especially for company
owners/brokers




Securing Your Data

cc: CarbonNYC [in SF!] - https://www.flickr.com/photos/15923063@N00






Encryption

Process of encoding messages (or
information) 1n such a way that only
authorized parties can read 1t

Encryption doesn't prevent
hacking but it reduces the
likelihood that the hacker will
be able to read the data that 1s
encrypted.




Encrypting Files & Folders
On Your Computers




Any modern program that creates documents
allows you to save them with a password




Encrypt Folders on Windows

-
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1. Right click your mouse over a folder & click on Properties
2. From the General Tab click Advanced
3. Click Encrypt Contents to Secure Data




Encrypt Folders on MAC

.DBUtVEmmcs\hﬁoan nnmn’_;'l 2 " #1514 Wd500PM CnhGam U =

hHD

1.0Open Disk Utility

2.Click on File > New Image > Image From Folder

3.Select the folder you want to encrypt, and click Image

4.Choose 'read/write' & choose '128-bit AES encryption’
if you want the contents of the folder to be editable




Encryption Software

For Higher Level of Encryption for the Files &
Folders on your Computers you can opt for:

e VeraCrypt

e BitLocker

* GNU Privacy Guard |
o 7-71p

VERA CRYPT




Encrypting Files & Folders
On Company Computers




What Full Disk Encryption
(FDE) Does for Your Company

e Device & Software Deployment/Roll Outs

* Product Management (updates, patches, etc.)
* Authentication & Data Protection

 Key Recovery (Data Recovery)

* Brute Force Password Protection

e Cryptography




Enterprise Encryption Software
Full Disk Encryption (FDE)

eSafe Guard
Enterprlse(Sophos) _

eSecure Doc
eCheck Point
*Disk Cryptor




Encrypting Files & Folders
In the Cloud




What is Cloud?

Anything you do on a computer
device that happens through the

Internet (website or app) and not
your computer device.




To the Clouds - Advantages

Work Anywhere,
Anytime on Any Device

.‘E ﬁ',




To the Clouds - Advantages

Work On or Off-Line
(without a connection)

.\Q @l.




To the Clouds - Advantages

Share & Collaborate
with Others

.‘E ﬁ',




To the Clouds - Advantages

Easy to Use &
Cost Effective!

.‘E ﬁ',




To the Clouds - Advantages

Everything is
always SYNCED!

..‘Q ﬁl-




The Big Concern — Is Cloud Safe?

Yes, as long as:
* You select the right cloud vendors

* You use them in safe ways
 Because, YOU the User

are still the Weakness

“5 ‘9'




Cloud Solutions

L & OneDrive

Dropbox Google Drive

y),
SuqarSynf\/




Cloud Solutions '

Dropbox

Good for personal non
business files, but has
security holes & lack of user
admin controls

& OneDrive
| Y
A SuqarSyn/c\/

Excellent option for
business due to
security encryption &
admin controls




Cloud Solutions

Same Tools As Others...
Plus A Lot More!

= o0

Google Drive

& Dern Urke

a—

== B r i
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Encrypting Your Documents
in the Cloud

By Default files are not encrypted when
added to the popular cloud storage programs
like Dropbox or Google Drive so sensitive

documents should be protected.

J

R - O




Encrypting Your Documents
in the Cloud
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http://boxcryptor.com

Encrypting Your Documents
in the Cloud

1 Cloud Storage Solution 1s
FREE, Unlimited for $48/yr

Works with all OS’s & with all
major cloud storage solutions



http://boxcryptor.com

Encrypting
Mobile Devices




Encrypting Your
Mobile Devices

The Lock Screen 1s an
excellent layer of security as

you can only screw 1t up 10
times. If you exceed that, it
deletes/wipes the device back
to factory settings.




Encrypting Your

Mobile Devices

The Finger Print scan added
additional security as only
you have your signature to

unlock your device or access
apps such as your bank.




Encrypting Your
Mobile Devices

. A The Find My Device allows
you to go to a website to

locate your phone/tablet and:
e Set off an alarm

e [.ock the Device

e Delete the Device




Encrypting Your
Mobile Devices

10, Apple 20 to:

e Click on Find My 1Phone.



http://www.iCloud.com

Encrypting Your
Mobile Devices

' sesE . On Android go to:
| I *Visit the and
download Android Device

Manager

e Download the Android Device
Manager on another device to
access the 1st Device



https://www.google.com/android/devicemanager

Encrypting
E-Malils & Attachments




Encrypting Your E-Mails

E-Mails are a very easy target for hackers
so 1t 1s vital to encrypt important e-mails
& attachments to make them unreadable to

others




Encrypting Your E-Mails
Installed - Outlook

For Individual Emails

Big secrets inside - Message (HTML)

Format Text

4] Encrypt Request a Delivery Receipt

R
5

3] Sign vie voling Request a Read Receipt

Encrypt

Encrypt this message to make it

r for unauthorized people to

Subject Big secrets inside

This message contains TOP SECRET information!




Encrypting Your E-Mails
Installed - Outlook

For Overall Email Settings

1st Encrypt Your Incoming

faxiad

Then Go To:
Options > More Options >
Message Options > Security Settings

Choose Encrypt Message Contents
and Attachments.

Or You can choose to Encrypt All
Outgoing messages through the
Microsoft Trust Center




Encrypting Your E-Mails - Web
Based (GMail, Yahoo, etc.)

- N
FREE App for 2 Mailvelope ,‘ 3 \rx
Main Browsers

Comes preconfigured for major
Webmail provider

Chrome = Extension

Firefox (Plugin) o P Clifai

* Yahaoo!™ Malil
e Outlook.com®™

called Mailvelope . GMXT

L% 3¢ 00208 10 WErK W' Noarly i/ et P Brovae.




Encrypting Your E-Mails
Web Based (GMail, Yahoo, etc.)

S e e S v (& [N “ Bv M “wolhxm § e aa sim B0 N
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FREE App for 2
Main Browsers

Chrome = Extension

Firefox (Plugin) .
called Mailvelope|=-




Social Engineering

cc: escapedtowisconsin - https://www.flickr.com/photos/69805768@N00



Social Engineering

A method where a fraudulent person
obtains information directly from
you or indirectly (ex. gleaming

information off the Internet) and
then use that information against
you and those you know.




Social Engineering Scams Can Result in:

o Identity Theft
e Credit Theft

e Manipulation of Your Contacts

e Reputational Damage

e Listing Scams
e And More




Managing Your
Online Identity /
Reputation



Online Reputation Management

You need to be pro-active in
protecting your 1dentity to ensure

that 1t 1sn’t involved 1n a scam or
that you are aware of it betore 1t
can cause significant damage




Online Reputation
Management Tools



Monitor the Internet

Google Yourself often
and verify the results.

It you find something
bad, request for it to be
removed at:
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https://goo.gl/o9MUBK

Monitor the Internet

Set up
for any:
* Topic

* Your Company
* Your Listings!



http://www.google.com/alerts
http://www.google.com/alerts

Monitor the Internet - Of Yourself
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You can remove other people that have your name that
are not you from your report/feed.
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http://socialmention.com

Be Aware of the Growing Importance for
Consumers of User Review Sites

Search For Ratec Real Estate Professionals Near Yeu

Sewavrch Feaudix

Rarndi Hy e
"8 sapes Compary ety AR B ey
faancr® IRCQERNY DT

Jofl Hoppy Masferoparger
Tw Sopes Compe n Novd iy

2 Zillow

SRS Paveanl

Horset  Mirkis Mafaaets  Astrets  Arver  Laed  Hirse Sesay Ve -

Pval Ealuv Agenl Ryvlowy

4

LS “omm Buyig Mvia

HNE mancr

0N > o
W31 WAL 20N G

e Fhvwd W Wt s e Et L et M s v agen L] Pty

reallor Boca Ralo -, FL
Bremae Cange y.» A

Wde Fdeny

L= T

AT Yew




Manage Your Online Reputation

- "eputation.com

Pratecting Your Identity
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http://reputation.com/
http://LifeLock.com

Cleaning Up Your
Personal Life on
Social Media



How to Dummy Proof Your Personal
Profile & Avoid that Whoops Moment
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Categorize Your Friends/Contacts
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Categorize Your Friends/Contacts

*Hover your
mouse over each
person’s Friends
button

*You can
determine 1f they
are a close friend,
acquaintance or
other




Unfollow Someone instead of Unfriend

Hover your mouse over

each ;
can al

person’s name & you
S0 Follow/Unfollow

Unto]

low 1s much smarter

than Unfriending which
creates enemies




Categorize Your Friends/Contacts

L@l

Assign each “Friend” to a List (ex. buyers,
tamily, etc.) to ensure the right people see the
right messages




Controlling Who Sees Each Post

Statue Photo / Video [ Life Event

2

Last Chance - Sodh

Gonsumer Tuesd

Who should see this?

Craig Grafi v & Public
MaICH Aarvorie ot ur el Faceb ook

A Friends

B Only\e
& Ccustom
w Clrse Frisnds

& BEALICKS

o Snuth Plantatinn Higk Scheal

Q Stiarn, Florkia arez

habe \ &F Ecuzators

(o & ruic~ N oot post

L. Frieeds excepl Acquaintances

¢ Connected
with G-zig Grant

edia Workshop
ihnected
21 (@ RAPB...

Each time you do
a Status Update,
click on the arrow
next to the Public
button and you
can either pick
one of the Lists
You Created or
Customize who
sees the message




Controlling Who Sees Each Post

Statue Photo / Video | Life Event

2

Last Chance - Sodh

Gonsumer Tuesd

Who should see this?

Craig Grafi v & Public
MaICH Aaivorie o ur il Facebock

A Friends
ne '1 or —_‘.T CON

B Only\e

#x Ccuctom

#* Clrse Friendds

& BEALICKS

s Universily cf Florida

o Snuth Plantatinn Higk Scheal

Q Stiarn, Florkia arez

habe \ &F Ecuzators

e & ruic~ N oot post

L. Frieeds excepl Acquaintances

¢ Connected
Iwith G-zig Crant

edia Workshop
ihnected
21 @ RAPD...

But the problem 1s
if you forget to
select the
dropdown your
default posting
setting 1s Public
which can be a
disaster to a
business person




Creating a New Default
Postinﬁ Status

- Craig Grant -

'

Timeline About Friends 1,3 Photos More «

Friends + Fing F | g Ot

To Create Your Personal Posting Setting that 1s Safer
go to: Menu > Settings




New Default Posting Status

lome 1 Cralg &=

Privacy Scttings and Tools
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Menu > Settlngs > Prlvacy
Then Edit Who Can See My Stuff
The Select Custom from the dropdown menu




New Default Posting Status

«# Share this with

These people or lists: | Specific People or Lists...

Note: Anyone tagged can also see this post.

%2 Don't share this with

These people or lists:  ExClients, Vendors, Acquantances, Mary Smith

Now block the Lists you created of “Non-Friends” &
any 1ndividuals in your new safe default posting setting




New Default Posting Status

Now you have a safe setting for your default
posting and the only time a “non friend” will
see a post from you 1s if you purposely select
to target their list on a future post.




Personal Privacy Settings
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Do you want to be found 1n the search,
contacted through messenger, etc.




Timeline & Tagging

=€ 3nd things '«
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& ey
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Do you want others to be able to tag you in
their posts or post to your timeline or do
you want to review/approve it first?




Blockin
[ flf searchior people piacesanatings Q]

Manage Blocking

Block indvidual people from being able to access
your profile and/or posting about you




A User’s Settings
Poke, Block, Unfrlend etc.

| £ B Kimberly Gons iabee &
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You can also be proactive & find a person’s profile to
block/report them




Notifications
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Turn off E-mail & Text Notifications
(cleans up spam)




Apps - Protect Your Data

Aso Goklines

LOggod in At Facebe ok

r‘ g N

" G‘

Anything you log
into Facebook with 1s
a App.

Most sites do 1t for
legit reasons.




Apps - Protect Your Data

Aso Goklines

LOggod in At Facebe ok

r‘ g N

" G‘

But some do it for
bad reasons

To see what info you
give away when you

do so, go to:

Settings > Apps >
Apps Others Use




Info accessible through your friends

Use the settings below to control which of your information is available to applications, games and websites
when your friends use them. The more info you share, the more sodal the experience.

Bio My videos

Birthday My links

Family and relationships My notes

Interested in Photos and videos I'm tagged in
Religious and political views Hometown

My website Current city

If I'm online Education and work

7| My status updates Activities, interests, things I like
My photos Places I checkin to

NEEEO0O00NE

Your name, profile picture, gender, networks and user ID (along with any other information you've set to
everyone) is available to friends' applications unless you turn off platform applications and websites.

Canesl

Now you can remove what information they are privy
to, what they can share, determine what info you
{riends can share about you, etc.




Tech Safety Tips

cc: IntelFreePress - https://www.flickr.com/photos/54450095@N -



Educate your users — E-Mail:

® Remember your online habits =
SPAM

¢ Only open e-mail from trusted
sources, employ some common sense
& be a detective




Educate your users — E-Mail:

¢ Disable all e-mail notifications on
soclal media sites

® Do not click on unsubscribe links,
add the user or domain to your SPAM
or Block/Black list




Educate your users — E-Mail:

® Never click on links from any financial
institutions

¢ Never provide any personal data over
E-Mail




Educate your users — Internet:

 Pay attention to Your Anti-Virus
Programs while online especially if you
g0 to an unknown site (only use &

especially register at trusted sites)
« Avoid any untrusted site




Educate your users — Internet:

 Avoid any site that asks your permission
to install any software or plug-in unless
necessary

* Be careful when downloading files,
especially packed or folders (.exe, .zip, .rar,
etc.) as they can contain viruses.




Educate your users — Internet Shopping:

On the page you are about to provide private data (ex.
credit card number) you should only do so if the site has a
Secured Socket Layer (SSL) certificate which you can

identify 2 ways:

1. The domain will start with https:// instead of http://

2. There will be a yellow lock g icon in the status bar ot
the browser




Safe Computer Usage

Be careful & use some common sense when
opening files & avoid anything illegal online
(pornographic material, bootleg software, pirated
music/movies, etc.).

If it seems to be good to be true,
it usually isn’t




Back Up & Sync Your Data

® Media Card /Thumb Drives
® External Hard Drive
e Off-Site Cloud Storage

CARBONITE




Yes You Have to Backup Your Texts!
AntiVirus on Mobile!

SMS Backup & Restore : j
- s I

Export | .. looee SMS Backup
iMessages | . | oo & Restore

' e NS Messaoes
rciude FmcSpecal chatcters ' 4
( I A Cormersasons ‘ » ’ ‘ . I
() Selacted Cornermytons Cnly I

iPhone ’ - an>2012

FREE* Weww FREE”




WI-FI Connections Should Be
Secured with Password at all Times




Don’t ever use FREE Public Wi-Fi:
It might be Free, but...

GO g |e how to hack over wifi

Hack Like a Pro: How ‘0 Hack into Your Suspicious Creepy ...- hullByte
NIREL NIB-DYTE WIN0MOW O COMY NOW-T/NICK-BKS DD-MNICKINTD-YOUr SUSpICoUs-C.. »
n 25 2014 Once you have succeafdly crozked his wifl, do you cannectto Na retwork via the

wrelsce sdapter and Sen proceed with scan: through that

How to Hack a A droid Fhene Connected on 2 Same ‘Wi Router = NJl ..,
hitp i/ nul-oyte. wonderhow o cony . /hack-andoid phene-connected-same wifi-rout -

Hallol want 0 how lo hack a android shores cornected to 2 samewlf router which Im conrecied ©

How 0 Mach Ary P in Sarse Network? « Nul By Toosts Febf 2016
| Wart toHack i toMy Friends Systen Theosghhiswifi.  6poss Ot

How Can Hack Sorreores Android Phone in Same Wifi .. I posis

How 10 Hach WIS Network with CND « Nl Be 4§ pons

More ressius from rul-byte wonce howeo com

How to access a device on the same WiFi network without knowing its ...
hitps//www.Quori. comyHow-can-laccess-a-device on-he same-N-Hretworkwith,,, v

Pacirmer. Macking other devices on Witekeas Natworks (WFT withont eaplicit wiltten .. We ccw fave

> warking MF possword ool deveoe thvough ethisal basling doos
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The only way to be safe in
the field is to pay for it

Use Your Phone’s Mobile Hot Spot
- Good for a Short Period of Time

Use a VPN (full anti-virus packages
typically include this) when on public Wi-Fi

Air Card ($10/mo)
— connects 1 device

Shared Hot Spot ($20/mo)
- connects up to 15 devices




Don’t be Distracted By Your Tech

e N P
: . ‘ : ’ - ‘-

| (DANGER
: MANHOLE |
RIGHT HERE Jf§

7




Technology App for Personal Safety

Safety = Add friends an

your hands | help each other
stay Safess

’

iIPhone ano20m

FREE*




Company Policies &
Network Security




Have a Company Computer
& Internet Usage Policy

A company internet policy statement 1s essential.
If conduct 1s not defined, any conduct 1s
acceptable or not cause for firing or discipline.

: :
o 1 WA R 2 A i ma
B X

| CERVR . SEy e )

I Wi she - 97 g apbamdetings
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http://www.socialmedia.policytool.net/

Implement & Require Password
Access to Your Office Network
(especially wi-11)




Consider Implementing a BYOD
(Bring Your Own Device) Policy
Stating what you will & won’t

allow your agents to bring into
the office




Implement a removable media policy:

Have a Policy That Restricts:
e USB Drives

e External Hard Disks
e Thumb drives

¢ And any writeable media. |

These devices facilitate security breaches
coming 1nto or leaving your network.
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Legal Comr llance



Federal Laws




Can-spam Act of 2003

The Controlling the Assault of Non-

Solicited Pornography and Marketing or
CAN-SPAM Act of 2003



http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

Can-spam Act of 2003

Establishes requirements for those who send
commercial e-mail, spells out penalties for
spammers and companies whose products are
advertised 1n spam if they violate the law, and
gives consumers the right to ask e-mailers to stop
spamming them & the ability to opt out of future
communications.



http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

Can-spam Act of 2003

The law, which became effective January 1,
2004, gives DOJ & FTC ability to enforce
criminal sanctions & $11,000 fine per
instance for e-mail sent without consent

for the purpose of advertising/commercial
purposes.



http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

Can-spam Act of 2003

It bans:

e False or misleading header information & deceptive subject lines.

e "Harvesting" e-mail addresses from Web sites or Web services
without permission

e Generating e-mail addresses using a "dictionary attack™

e Using scripts or other automated ways to register for multiple e-
mail or user accounts to send commercial e-mail

e Relaying e-mails through a computer or network without
permission



http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

Can-spam Act of 2003

It requires:

» That commercial e-mail be 1dentified as an
advertisement and include the sender's valid physical
postal address.

e That your e-mail give recipients an opt-out method
which must be processed within 30-days.



http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm

Junk Fax Prevention Act & Do Not Call List

You Can’t Fax or Call People Without their
Permission or it 1S a fineable offense
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Electronic Signatures

The “Uniform Electronic Transaction Act” provides legal
status to paperless online transactions. Electronic signatures
have the same legal authority as written signatures in pen and
ink on paper.

All states have statutes in place to accept faxed signatures
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Remember:

FTC advertising requirements regarding

mortgage rates, terms, proper and full
disclosure all apply to anything online.




Copyright =

The Fastest Way to Getting
Sued Possible




Copyright Infringement

® TinEye or Google Images Comparison
Search Make it so easy to get busted online

® Similar software exists looking for text/
content infringements as well

e Getty Images & Colaris alone filed over
15 million cease & desist copyright
lawsuit letters each year




Copyright Safe Sources

. Produce 1t yourself
2. Get Permission (written) but....
. Or obtain/buy i1t from a source you

know 1s safe:
1. search.creativecommons.org

2. Pixabay.com
3. Fotolia.com




NAR Policies #9
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IDX On Your Website

Any listing displayed on your site that 1s
not yours, has to have a legal disclaimer.

If not done right, the site owner (not web
designer) could get substantial fines
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IDX On Your Website
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NAR: Code of Ethics

REALTOR




The REALTORS Code of Ethics
Standard of Practice Article 1-9

The obligation of REALTORS® to preserve confidential
information (as defined by state law) provided by their clients
in the course of any agency relationship or non-agency
relationship recognized by law continues after termination of
agency relationships or any non-agency relationships
recognized by law. REALTORS® shall not knowingly, during
or following the termination of professional relationships with
their clients




NAR: Code of Ethics, Article 9

e The ability to log information and
agreements 1n order to avoid
misunderstandings.

e Whenever possible that all
communications should be in clear and
understandable writing.

REALTOR




NAR: Code of Ethics, Article 9

E-mail is a detailed log/paper trail of all your communications:
e Follow up all verbal conversations with e-mails

® Make e-mail folders for each client

e Set up filters/rules for all incoming & sent e-mails between you

and a client so that they are automatically logged
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Consider an Archived

E-mail Solution

Installed programs like Outlook or MacMail,
server back up options like Exchange or
Postini allow you to back up or archive

your e-mail which keeps you 1n line with
the Code of Ethics




Code of Ethics: Article 12

e Be honest and truthful in real estate communications.

* Present true picture in advertising, marketing, and
other representations.

e Ensure that status as real estate professionals is readily
apparent in advertising/marketing/other
representations, and that recipients are, or have been,
notified that those communications are from real estate
professional.




NAR: Code of Ethics, Article 14

You must always provide a current &
truthful representation of any property.




NAR: Code of Ethics, Article 15

You are not allowed to make any false,
misleading or damaging comments about
your clients or competitors and 1f you are
aware of any, you are responsible to
report, remove or mitigate this
information.




NAR: Fair Housing
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Fair Housing

Fair housing 1ssues legislated by:

e C1vil Rights Act of 1866

* Fair Housing Act

e Americans with Disabilities Act
e Your state and local laws



Fair Housing

In addition, REALTORS® are obligated
under Article 10 of NAR’s Code of Ethics,
which prohibits discrimination based on
race, color, religion, sex, handicap, famailial
status, or national origin, or sexual
orientation 1n providing professional
services or 1n our hiring practices




Fair Housing

* Anytime we 1nteract in social environments online
we are still obligated by fair housing laws and
regulations and NAR’s Code of Ethics

* Remember, even your tweets on Twitter and your
Facebook news feed are forms of publication




Fair Housing

* Always make sure that your company name &
professional status are apparent on every electronic
communication you make.

e Be careful about posting information about your
meetings with clients or other real estate
professionals.

* Don’t complain, brag, or even talk about your
client’s reactions to property.

* Don’t ever provide legal or financial advice




Be careful of what, where and
when you post anything online




Tech Etiquette

ttp://www.flickr.com/photos/27175365@N00



The Good, the Bad & the Ugly
of Tech Communication




Interpretation & Tone

Impersonal
Communication
with Personal
Interpretation of
Intent & Tone




Permanent Record

Realize everything (even
private) you put in an e-
mail, SMS/text, online,
1n social media, etc.

leaves a permanent
footprint
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Distributable

And more importantly,
can be:

Forwarded

Reposted

Used Against You 1n the
Court of Law

Used Against You 1n the
Court of Public Opinion




S0, before you hit send, submit,
etc. pause and think for a few
seconds....




What Not to Say

Proofread for:
® Errors
e Pertinence

® Tone




Avoid Conflict

Choose your wording carefully
Avoid Drama (all capital letters, large font sizes,
over using color or bolds)

IT IS SEEN AS AGGRESSION!!!
Never respond while emotional




Avoid Conflict

e At all costs, try to avoid online trolls/
conflict...

® Do it oftline if possible or sometimes
decide if 1t 1s better to totally 1gnore




Easier Said Than Done

All forms of communication should be
treated the same, with prompt &
professional response
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.... and realize anything you do can have
Very negative consequences



http://www.youtube.com/v/3SuNx0UrnEo
http://www.youtube.com/v/3SuNx0UrnEo
http://www.youtube.com/v/3SuNx0UrnEo
http://www.youtube.com/watch?v=56_LIxn6zZk

Online Etiquette 101

Think of the person you
love, respect & fear the

most and think 1f they
would be okay with the
posting




Final Thoughts







c: ed_needs_a_bicycle - https://www.flickr.com/photos/91029339@N00
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